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RPKI for Provider Independent Resources – RIPE 68

2013-04 - RPKI for non-RIPE NCC Members

• Proposed by Erik Bais on 3 May 2013

• Reached consensus 2 October 2013

• Implementation is done

!

• Free, additional RIPE NCC service is available now

!

• Allows Sponsoring LIRs or PI End Users request 
and manage a certificate and ROAs
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RPKI for Provider Independent Resources – RIPE 68

The Implementation: Requirements

• End User Assignment Agreement submitted and 
verified by the RIPE NCC

!

• All RIPE DB records match with the RIPE Registry

- Aids registration data quality 

!

• You can prove you have authoritative control over 
the resources
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https://www.ripe.net/lir-services/resource-management/independent-resources/requirements


RPKI for Provider Independent Resources – RIPE 68

The Implementation: Dirty Details

• Complex implementation

- Making LIR Portal available for non-members

- Offer a single flow that caters to both Sponsoring LIR and 

PI End Users

- Ensuring security en integrity of the system

- Link the authentication mechanisms of LIR Portal (SSO) 

and RIPE Database (maintainers)
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RPKI for Provider Independent Resources – RIPE 68

Getting It Done

• Added Single Sign-On to the RIPE Database

• Built support for non-members in the LIR Portal


- Added organisation-ids


• Built tooling to identify mismatches between RIPE 
Database and RIPE Registry information


• Locked specific attributes in the RIPE Database 
according to existing business processes


- For example, org: and org-name: 

!

• Make the flow super easy for users! 
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RPKI for Provider Independent Resources – RIPE 68

ripe.net/certification



RPKI for Provider Independent Resources – RIPE 68

Questions? 14


