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Agenda
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e Basics

- 3 layers of RIPEstat

- RIPEstat Web
e Result page
e Customize the result page
« Compare results

« Handling abuse
e Work with BGPlay
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 Advanced
« Work with widgets

e Create a dashboard
e RIPEstat Data API
e Using Javascript to work with raw data

e Nagios check

. 5 RIPE
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What iS RIPEStat Using RIPEstat | 5

 Information system for Internet number resources

e Data
- Routing data
e Collected by RIS: http://ris.ripe.net

e Registration data (whois)
- RIPE Database & other RIR databases

« MaxMind’s geolocation data
 Blacklist data

« And many more: https://stat.ripe.net/data-sources

Christian Teuschel - RIPEGS - 12 May 2014


http://ris.ripe.net
https://stat.ripe.net/data-sources
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RIPEstat | | Search |

e RIPEstat Web

AtaG . Profix Overviow (140.78.0.0/16)

http://stat.ripe.net S

DNS This prefix is announced by
Anti Abuse ASI?OG . -
JKU-LINZ-AS University Linz, AT

mmmmm and is pan of 140.0.0.0/8, Legacy space,
administered by ARIN. O

. { ‘Qarhin - w0
Geographic "':’:_j’é‘"? Map Dbta | Terme of Use luvo;urwmw

« RIPEstat Widget API

Prefix Overview (140.78.0.0/16)

Announced

This prefix is announced by
AS1208
JKU-LINZ-AS University Linz, AT
and is pan of 140.0.0.0/8, Legacy space,
administered by ARIN. 0

Showing sesulis for 180.75.0.0M6 s of 20140407 080000 UTC

source data embed code permalink Indo

e RIPEstat Data APl / RIPEstat Text API

e https://stat.ripe.net/data/routing-status/data.json?
resource=...

-~ RIPE
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* Finding information on RIPEstat

RAPEstatHome - About RIPEstat + Docymensation + Use Cases -+
Inertaces & APls
You are hare: Home > Data & Tooks > RIPE:
Demos
Search RIPE = @ fosoree
Changelog

Your networic AS3333, 2001 67c2e8:48

Recent new
features

& About RIPEstat

Logout (Christian Teusch

e.g.: IPwé peefixrange, IPvE, ASN

BGPlay is back! [ S8,

& Documentation

8Gp,
m
lll /]

NM -

& Use Cases

Quick Links

Looking For Abuse
Information

FAQ

Links to most used

Feedback
features

Documentation
Mobile Version

Widge! List

« FAQ « Ihtorfaces & APl
+ Data Sources ¢ Demos

« Widget List + Roadmap

« Top Queries « Changelog

« Feedback

LEARAN MORE

LEARN MORE

« Notable Network Events
« Compare Results

« Looking for Abuse
Informason

o Global Imemet Suatisics

LEARN MORE

On RIPE Labs

Improved Routing
Information Available via
RIPEstat

Aug 23, 2013

Future of RIPE NCC
Technical Services
Aug 20, 2013

New in RIPEstat: In-widget
Comparison and
Monitoring

Jul 24, 2013

RIPEstat related
articles on RIPE Labs
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RIPEstat Web Interface
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e Information structure on K

RIPEstat Home + About RIPEstat -

-

-

e FAQ

® Data Sources
e \Vidget List

® Top Queries
® Feedback

|PEstat

Documentation + Use Cases -+ Login

A

R ™
e Interfaces & APIs || e Notable Network Events
® Demos e Compare Results
® Roadmap ® | ooking For Abuse Information
e Changelog e Global Internet Statistics
U\ J

A
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1.Querying for a Resource (Web) Using RIPEstat | 9

e Task: Enter “AS333” in the search box

Search box

search RIPE

Your network: AS3333, 2001:67c:2e8:/48 e.g.. IPv4 prefixfrange, IPv6, ASN

Your ASN & network
prefix

Sample resources

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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1.QuerYing for a Resource Meb) Using RIPEstat | 10

° ReSUIt page Search box

You are hare: Home > Data & Took > AT > ASIXD

RIPEstat | d

At a Glance “) AB Overview (AS333%)

Routing Rn0) RIPE-NCC-AS - Reseaux IP
Europeens Network Coordination

DNS m Centre (RIPE NCC)

Anti Abuse (1 rmmmmnn.-mnms-u.

% _Source ce onBed code petmalink inky

2 Registry Browser (AS3333) . » Geolos detalls

Srowrg sty for ASXIY) aa o I3-0081 008008 UTT

Widgets grouped into
thematic tabs

0urTe date embed code permalnk inlo

Widgets display different
Oriprates 1P srofam’ types of information

Srowing mechs for ASIIND an of DOAD08-30 144420 UTO MIMMOWMJD’
_source cate emded code permaink ink

1wy sy tow ARXIXI an of 301308 2% 000008 UTT

Sinsie dav AN CO0e  parmatns into
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1.Querying for a Resource (Web) Using RIPEstat | 1

e Tasks

« What network announces 140.78.50.907

e |Is 193.3.4.2 routed?

e In which country is 91.229.42.0/23 used?

e What is its corresponding INETNUM object?

« What widget provides real-time routing status?

e By what percent did the number of prefixes announced
within Poland increased over the last two years?

« How would you share interesting network events with a
colleague?

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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2.MYVieWS (Web) Using RIPEstat | 12

e Create custom views
e Click the “MyView” button

e Drag and drop a widget onto the “MyView” button

5 RIPE
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2.MyVieWS (Web) Using RIPEstat | 13

& permalink

At a Glance “ This view is empty :(

Routing (68)

DNS @) Add content by dragging a widget onto the tab of this view.

Anti Abuse (2)

Database (8/9)

Geographic @ Yp—

Activity @)

1w |2 MyViews are only visible to you. An option to
\ My Network (& © | share your views will be available soon!

—

Newly created MyView

MyViewTab (@)

For more information on cusiom views, please go 10 custom views.,
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2.MYVieWS (Web) Using RIPEstat | 14

e Customise MyViews

Re-order widgets as
you like

Al a Glance 4) l:: =
Routing (®10)
DNS it
Anti Abuse (1)
Database (5)
Geographic 2
Activity (2)
+oyview T
Monitor s (2) , ‘ ,
; ’ @ L ertaBrghton A Kekg RS VRS TR a 8} e
[ _7 ¥ P 980 52013 00 SasizOE/BH0 (S2009) Google  Terms of Use  Report & map ertor
® Rename
® Re-order » Geoloc details
e Control visibility (@ D" based on Maxind's GeoLite ity data se andvakdforth sated quer tmo (oo
bolow)
® Remove
\ j Showing results for ASIIS as of 2013-00-01 00:00:00 UTC
‘source data embed code permalink Info
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Create SSO Account Using RIPEstat | 15

e Tasks

« Go to “https://stat.ripe.net” and click on “Login”

e “...click here to create one.”

Create a new RIPE NCC
Access account. s

RIPE NCC Access enablos you to aign into various
RIPLC NCC services using ome password Last name

Aready have an account? Then click here to
manage it

. 5 RIPE
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e Tasks

« Create a MyView for a prefix containing the following
widgets:

Routing Status

_ooking Glass

Routing History

« Create another MyView with a least two widgets and give it
a meaningful name

Christian Teuschel - RIPEGS - 12 May 2014



3.Compare Resources (Web) Using RIPEstat | 17

« Compare results in different widgets

Go to “Use Cases” >
“Compare Results”

RIPEstat Home -+ AboutRIPEstat * Documentation -+ Use Cases

N

You are here: Home > Data & Tools > RIPEstat > Use Cases > Data Comparator

Compare Results

Select up 10 six diferent widgets from the list 10 compare at one tme. Different resources can be g

Select a widget

Select a widget
+ Add & Permalink

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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3.Compare Resources (Web) Using RIPEstat | 18

« Compare results in different widgets

« Select the “Prefix Size Distribution” widget
e Enter “AS1205”

Compare Results

Select up B six Sflecent Widgets fom |e st 10 COMDAe 41 e Ime. Dfecent resourcs Can D QUOned e sach widget

Seloct s
and e rescurce 1206 Enter a resource
+ Add 7 Permalink
Prefix Size Distribution (1205) + AS Overview (12085) +
by numbee of JKU-LINZ-AS - University Linz
(@Prolies _Addresses This ASN is pan of 1465535, e 16-bi ASN Biock. This block contsins all 16-i

ASNS, which ar Allocand 1 M RIRS according
Hoa orgassignmemaas-numbers/as-numbers x See NrcC

SPowrg resuts om 3130830 509000 UTC 1o 2013-08-30 080000 UTC

5 RIPE

Christian Teuschel - RIPEGS - 12 May 2014 b d
@ NCC
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 In-widget comparison

« Country Routing Statistics

& multi-resource

Country Routing Statistics (de) 5D ®

8000

:

# of prefixes
:

L

Sdoctloountry@] + Ace

at - Austria

bo - Bolivia, Plurinational State of

bq - Bonaire, Sint Eustatius and Saba

<d - Congo, the Democratic Republic of the |1 resciution in graph: per 1 week
hr - Croatia

9q - Equatorial Guinea

gt - Guatemala

va - Holy See (Vatican City State)

ki - Kiribati

kp - Korea, Democratic People's Republic of
ia - Lao People’s Democratic Republic

Iv - Latvia

fm - Micronesia, Federated States of

ms - Montserrat

qQa - Qatar

ru - Russian Federation

SNSV Jo #

aene ae - United Arab Emirates
us - United States _—
———
um - United States Minor Outlying [slands __.——-——"‘""’
%2004 2 W - Vanuatu 2012
ASN IPvd IPvé
Germany (de) ASN (de) we IPv4 (de) ~ PVv6 (de)

{ Cick logend lem 10 toggie vialility of & sedes )
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3.Comparing Resources (Web) Using RIPEstat | 20

e Tasks

« Compare the number of announced prefixes for two
networks over the past two years using the widget
comparison page

« How does the Internet in Poland compare to the UK? Use
iIn-widget comparison!

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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4.Hand|ing Abuse (Web) Using RIPEstat | 21

e Take action in an abuse case with the Abuse
Contact Finder

Go to “Use Cases” > “Looking
For Abuse Information”

RIPEstat Home + AboutRIPEstat * Documentation -+ Use Cases

You are here: Home > Data & Took > RIPEstwat > Use Cases > LOoking For Abuse Information

RIPEstat Abuse Contact Finder
The RIPEstat Abuse Contact Finder may be able 10 help you find the email address that should be used to
repornt network abuse originating from a particular IP address.

In-depth information
about abuse

6 You can leam more about network abuse in general and what you can do to stop it on the RIPE NCC
Abuse Informasion page.

6 You can leam more about how the RIPEstat Abuse Contact Finder works and how to report abuse In
this twiorial on RIPE Labs.

RIPE Abuse Contact Finder (D

Enter the IP address

Enter an |IP address

embed ¢ nfo

For regular RIPEstat users: this widget, of course, can aiso be found on the regular resuk page in the "Anti Aduse” tab

Christian Teuschel - RIPEGS - 12 May 2014




4.Hand|ing Abuse (Web) Using RIPEstat | 22

Abuse Contact Finder (2001:67c:2e8:/48) ® .

Email contact to report

abuse@ripe.net abuse to

:Qualty-Rating
. %k ok ok ok (555)
Rating of the contact

tact can be used 10 report abuse,

(_Show Complete Details
(Cinfo for Resource Holders

Showing results for 2001:67¢:2e8: /48 as of 2013-08-30 14:39:00 UTC

6 O Beta status: Please note that even highly rated contacts can be incorrect

source data embed code permalink Info
\ J
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Abuse Contact Finder (2001:67¢:28:/48) (D

abuse@ripe.net

Contact-Quality-Rating
& & & & SALL)

This contact can be used 10 report abuse,

(_Show Complete Details
(Cinfo for Resource Holders

Showing results for 2001:67¢:2e8:/48 as of 2013-08-30 14:39:00 UTC

6 ID Beta status: Please note that even highly rated contacts can be incomrect

embed code permalink Info

Details about the resource and abuse contact:

#Show Comgiote Details
Detals

Resuns |

183.0.18.0-193.0.21.255
abuse ® ripe_net Yom atuse contact role

Network Resource Information

Tha rescurce has Deon dentfied 10 De relited 10 this lormation
RIPE NCC P1 Allocation

Hold by:
na.«
nn
RIR RF's Whois
RIPE NOC hitgs Vapesa db ripe netl/ssarch/query htm

Christian Teuschel - RIPEGS - 12 May 2014
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4.Hand|ing Abuse (Web) Using RIPEstat | 24

e Tasks

e« What is the abuse contact for 193.0.20.22 or the hotel
network?

e Check an IP address from your home network
e Discussion:

« What can you do in these cases?

 No abuse contact found

* No response on an abuse report

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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5.Let’s BG PIaY! Meb) Using RIPEstat | 25

« Use BGPlay to see how your network is routed

« BGPlay is a tool that show the routing state in an animated
and highly-interactive manner

« Go to: https://stat.ripe.net/widget/bgplay

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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. L
BGPlay (140.78.0.0/16) phe

Reload this widget by entering a resource here 4 )

BGP event, ASN or

Type: intal sake Control panel:
ASN path details Wumber of comec "

Number of collector peers: 59
" | Selected RRCs: 0,1,6,7,11,13,1%

ot umber of svents: 34 P - Covered time period

- RRC selection

Interactive graph visualisation

Control timeline

A '\ [

. Inlld um l Path cﬁu\go .Annoum
l l Ié'h QI l‘,’h "l‘?’" "l"
46 m 13
u- 0 ”u 4 4 41

Showing results for 140.78.0.016 from 2013-08-28 14:24:58 UTC % 2013-08-20 14:24:588 UTC

)rnriu: 2 days 0 seconds (34 events] Current instant: 2013-08-28 14:24:58 (¥
|

Selection timeline

source data layout options embed code parmalink Info

Christian Teuschel - RIPE68 - 12 May 2014 < RIPE
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5.Let’s BG PIaY! Meb) Using RIPEstat | 27

. L
BGPlay (140.78.0.0/16) ¢ %

N
Redoad this widget by entering a resource here
Fo . Examples:
Date andtime: 201308 28 14:20:58 F - Prefix with announcements & withdrawals:
“Srmmi et 84.205.64.0/24
- Check IPv6 connectivity:
2001:67c:2e8::/48
- Multi-homed prefix:
199.7.80.0/24
\_ J

=1
=S B
I)ndu: 2 days 0 seconds (24 events] Curront instant: 2013-08-28 14:24:58 (¥

l|‘ 2
,|
\

M Initial state [ Path Change M Announce
)n 13
320 “I 4 36. 41

Showing results for 140.78.0.0116 from 2013-08-28 14:24:58 UTC % 2013-08-30 14:24: 88 UTC

kmmmm embed code permalink Info

Christian Teuschel - RIPEGS - 12 May 2014
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e Task

e Find the up-stream provider for AS1205
e |s AS3333 multi-homed?

« Check the IPv6 connectivity of your own network

Christian Teuschel - RIPEGS - 12 May 2014
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6.Embedding Widgets On Your Site Using RIPEstat | 30

e Visualising raw data

 What is the concept?

« The RIPEstat Widget API uses the RIPEstat Data API
(or any other RESTful-API) to create visualisations
helping to make the data more understandable

« Build on top of open web standards (HTML, CSS,
Javascript)

« RIPEstat widget APl documentation:
https://stat.ripe.net/docs/widget api

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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6.Embedding Widgets On Your Site
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Welcome

Welcome 10 1he ASA2093. net Network
On 1S WeDSLe yOu CaN 10am ADOUL Our NEbWOr

I Case Of emirgency you ShOUS contact: +31 (D53 8508812

Network status

There are mO metwork S5ues At ™hvs moment

Network Datalls

NS 00 S0ME PLEMALNg 100MS That ShOw SfTerent nicematon Celals ADOU! Our Networie. Th 100 e DENerated by
e

Prefixes

The table shows every Drefin that Orgnated from our AS in the last woek

ot of o Prefaes  Adcresses <
[ | I| | Prefix Count widget
|74
] . 1
[ : =

2000 2002 2008 2008 2008 2010 2012
Shemming ity for ASA2003 from 2000-01-01 00:00:00 UTC 1o 2013-08-00
300500 U

AS Path Langth

The Sagram shows e average
ength of all AS paths seen i the
3! week orgratng from our AS

AS Path Length widget

This ISP embedded widgets on its page.

Christian Teuschel - RIPEGS - 12 May 2014
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6.Embedding Widgets On Your Site Using RIPEstat | 32

e Task

» Create a simple dashboard page to monitor your network
e Create a simple HTML page

 Download the sample page:
https://stat.ripe.net/widgets/demo/

widget home.html|

« Embed three widgets of your choice

 Make the widget smaller and remove the RIPEstat logo

ripestat.init(
widget-type
[, { lecading-parameters } ]
[, html-element-id ]
[, { styling-parameters } ]
[, lead-callback() ]

Christian Teuschel - RIPEGS - 12 May 2014
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e Using raw data output

 What is the concept?

e The RIPEstat Data API provides the lowest level of
access to data. This data can be fed into custom
applications or just used for scripting.

e RIPEstat data APl documentation:
https://stat.ripe.net/docs/data api

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE
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e Tasks

« Use your browser to retrieve all announced prefixes for
AS6714

Christian Teuschel - RIPE68 - 12 May 2014 . & RIPE



7- RI PEStat Data API Using RIPEstat | 35

e Tasks

» A simple check on a resource of your choice if it is seen on
the Internet

« Create a simple script using resource-overview or
routing-status
https://stat.ripe.net/widgets/demo/script me.html

var prefix - "140.78/16";
var dataAPIUrl « "https://staot.ripe.net/doto/prefix-overview/data.json?resource«" + prefix;
jQuery.ajax({

url: dateAPIUrl,

error: function() {

alert("error®)
}
success: function( response ) {
alert("success"™);
// get announcement status
var aStatus - response[“data”][“annocunce d*];

// display result
var container = jQuery("#announcement-status™);
container. htal(prefix + " is announced: " + aStatus);

|8
dataType: "jsonp®
B

-~ RIPE
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« Create a Nagios check using the RIPEstat Data API

e Nagios is a monitoring tool that supports the development
of custom checks (like other monitoring tools)

e Result codes for a check show the state:

State Result Gode
Ok 0
Warning 1
Error 2
Christian Teuschel - RIPE68 - 12 May 2014 [ 3 RIPE
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9.Create a Nagios Check Using RIPEstat | 37

Example of a Python based check:

if args.transit:
transit = args.transit.split(',"')
origin = args.origin.split(',")
nagios_status = 0
origin_errors = 0
transit_errors = 0
nagios message = ""
url = "https://%s/data/looking-glass/data.json?resource=%s" % (args.statserver, urllib2.quote(args.prefix, ''))
lookingglass _raw = urllib2.urlopen(url)
lookingglass_json = json.load(lookingglass_raw)
if lookingglass_json[ 'data_call_status'] != "supported":
print "WARN: %s is under maintance " % (args.statserver)
sys.exit(1)
for rrc in lookingglass_ json[ 'data']['rrcs']:
for peer in lookingglass_ json['data']['rrcs'][rrc][ 'entries']:
aspath = peer['as_path'].split()
details = peer['details'][0].split()
peer_addr = details[O0]
nexthop = details[2]
router id = details[3]

if len(aspath) > args.minpath:
if aspath[-1] not in origin :
origin_errors += 1
nagios message = nagios message + ( "Origin missmatch %s (%s): %s; " % (rrc, peer addr, aspath[-1]))

if args.transit:
e e
nagios _message = nagios message + ( "Transit missmatch %s (%s): %s; " % (rrc, peer addr, aspath[-2]))
if origin _errors == 0 and transit_errors == O0:
nagios message = "OK: %s Origin is %s " %
if args.transit:
nagios message = "%s and all transits match %s" % (nagios_message, args.transit)
elif origin_errors >= args.crit or transit errors >= args.crit:
nagios_status = 2
nagios message = "ERROR: + nagios _message
elif origin_errors >= args.warn or transit errors >= args.warn:
nagios_status =1
nagios message = "WARN: " + nagios message

(args.prefix, args.origin)

Christian Teuschel - RIPE68 - 12 May 2014 RIPE
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